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Database Management Systems (DBMS)
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DBMS is Popular

● Over one trillion (1 x 1012) SQLite DBs in use

● Apple uses SQLite in many native MacOS/iOS applications

● Dropbox client uses SQLite in archiving and sync service

● Google uses SQLite in Android OS and Chrome browser

● Microsoft uses SQLite as a core component of Windows 10
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DBMS Has Severe Bugs

● CVE-2018-20346
● CVE-2018-20505
● CVE-2018-20506
● CVE-2019-5018
● CVE-2019-8600

● CVE-2019-8598
● CVE-2019-8602
● CVE-2019-8577
● CVE-2019-13734
● CVE-2019-13750

● CVE-2019-13751
● CVE-2019-13752
● CVE-2019-13753
● …
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Finding DBMS Bugs are Challenging

● Generate valid test cases

○ invalid cases are rejected in early stage, and cannot reach deep logic

○ random mutation does not work

● Guide generation for bug finding

○ enumeration is less effective

○ grammar-based generator does not work
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Our Contribution
● A general platform to test DBMS systems

○ language validity & coverage feedback

○ support SQLite, MySQL, PostgreSQL, MariaDB

■ easily extensible to other DBMSs

● Bugs in real-world DBMS

○ 51 bugs in SQLite, 7 in MySQL and 5 in MariaDB

○ 52 of the bugs are fixed with 12 CVEs assigned

● https://github.com/s3team/Squirrel
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Work Flow of DBMSs

parse
validation
optimization & execution

Original query

SELECT c2, c6
FROM t1, t2
WHERE t1.c1 = t2.c5

Database Management System

alice read

t1 t2

c1 c2
1 alice
2 bob

c5 c6
1 read
3 write 7



After mutation

RELECT c2, c6
FROM t1, t2
WHERE t1.c1 = t2.c5

Challenges: Syntax-validity

parse
validation
optimization & execution

Original query

SELECT c2, c6
FROM t1, t2
WHERE t1.c1 = t2.c5

bitflip ‘SELECT’

Database Management System
syntax error

alice read

t1 t2

c1 c2
1 alice
2 bob

c5 c6
1 read
3 write 8



Challenges: Semantic-validity

parse
validation
optimization & execution

Original query

SELECT c2, c6
FROM t1, t2
WHERE t1.c1 = t2.c5

bitflip ‘SELECT’

change table name

Database Management System
syntax error

semantic error

alice read

t1

After mutation

RELECT c2, c6
FROM t1, t2
WHERE t1.c1 = t2.c5

After generation

SELECT c2, c6
FROM t1, t2
WHERE t1.c1 = t3.c5

t2

c1 c2
1 alice
2 bob

c5 c6
1 read
3 write 9



Challenges: Guidance

Original query

SELECT c2, c6
FROM t1, t2
WHERE t1.c1 = t2.c5

After mutation

RELECT c2, c6
FROM t1, t2
WHERE t1.c1 = t2.c5

After generation

SELECT c2, c6
FROM t1, t2
WHERE t1.c1 = t3.c5

semantic error

on the right way?
syntax error

10



Our Approach: Squirrel

We take advantages of mutation-based and generation-based techniques

● generate syntax-correct queries

● fix semantic errors 

● adopt feedback mechanism to prioritize interesting queries
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SQUIRREL

Seed SQL

Execute

Interesting queries Crashes

IR 
Translation

Semantics-Guided 
Instantiation

Syntax-Preserving
Mutation



An Example
SELECT c2, c6
FROM t1, t2
WHERE t1.c1 = t2.c5
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IR Translation
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SELECT c2, c6
FROM t1, t2
WHERE t1.c1 = t2.c5



IR Translation
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SELECT c2, c6
FROM t1, t2
WHERE t1.c1 = t2.c5



Mutation
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SELECT c2, c6
FROM t1, t2
WHERE t1.c1 = t2.c5

SELECT x, x
FROM x, x
WHERE x.x = x.x

strip concrete operand



Mutation
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SELECT x,x FROM x,x WHERE x.x = x.x;

V8 = (SelectClause, l=0, r=V6, op.prefix="SELECT”…);
Va = (Unknown, l=V8, r=V14, op=0, d=0);
Vb = (Unknown, l=Va, r=V25, op=0, d=0);
V26 = (SelectStatement, l=Vb, r=0, op=0, d=0);

SELECT x,x FROM x,x WHERE x.x = x.x ORDER BY x;

Vc = (OrderbyClause, …);
V26 = (SelectStatement, l=Vb, r=Vc, op=0, d=0);

Insertion



Mutation
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SELECT x,x FROM x,x WHERE x.x = x.x;

V8 = (SelectClause, l=0, r=V6, op.prefix="SELECT”…);
Va = (Unknown, l=V8, r=V14, op=0, d=0);
Vb = (Unknown, l=Va, r=V25, op=0, d=0);
V26 = (SelectStatement, l=Vb, r=0, op=0, d=0);

Replacement
SELECT count(x,x) FROM x,x WHERE x.x = x.x;
Vc = (CountClause, …);
V8 = (SelectClause, l=0, r=Vc, op.prefix="SELECT”…);

SELECT x,x FROM x,x WHERE x.x = x.x ORDER BY x;

Vc = (OrderbyClause, …);
V26 = (SelectStatement, l=Vb, r=Vc, op=0, d=0);

Insertion



Mutation
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SELECT x,x FROM x,x WHERE x.x = x.x;

V8 = (SelectClause, l=0, r=V6, op.prefix="SELECT”…);
Va = (Unknown, l=V8, r=V14, op=0, d=0);
Vb = (Unknown, l=Va, r=V25, op=0, d=0);
V26 = (SelectStatement, l=Vb, r=0, op=0, d=0);

Replacement
SELECT count(x,x) FROM x,x WHERE x.x = x.x;
Vc = (CountClause, …);
V8 = (SelectClause, l=0, r=Vc, op.prefix="SELECT”…);

SELECT x,x FROM x,x;
Vb = (Unknown, l=Va, r=0, op=0, d=0);

Deletion

SELECT x,x FROM x,x WHERE x.x = x.x ORDER BY x;

Vc = (OrderbyClause, …);
V26 = (SelectStatement, l=Vb, r=Vc, op=0, d=0);

Insertion



Instantiation

19

Build
Data 
Dependency 
Graph
(DDG)



Instantiation
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Build
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Dependency 
Graph
(DDG)



Instantiation
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Build
Data 
Dependency 
Graph
(DDG)



Instantiation
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Pick concrete data 
to create query



Instantiation
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Pick concrete data 
to create query



Instantiation
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Pick concrete data 
to create query



Evaluation: New Bugs 
Ran Squirrel for 40 days on one 16-core server.

Bugs found in SQLite, MySQL and MariaDB

● 63 unique bugs found & confirmed

● 52 bugs fixed 

● 12 CVEs assigned
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New Bugs
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Evaluation: Compared With Existing Tools
Compared with SQLSmith, Angora, GRIMOIRE, QSYM, AFL.

● up to 20.9x higher syntax correctness.

● up to 243.9x higher semantic correctness.

● up to 10.9x more edges.
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Evaluation: Contributions of Different Aspects
Squirrel w/o semantic

Squirrel w/o feedback

Squirrel w/o semantic_syntax

● Syntax correctness helps achieve up to 1.5x more new edges

● Semantic correctness helps achieve up to 1.7x more new edges

● Feedback helps achieve 2.0x more new edges
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Summary of Squirrel

● A general DBMS testing framework

○ generate high-quality SQL test cases

● Discovered bugs in popular DBMSs

○ 63 bugs confirmed

○ 12 CVEs assigned

● https://github.com/s3team/Squirrel
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https://github.com/s3team/Squirrel

