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• All allowed targets are input-triggered

• Strongest protection static CFI can achieve

• Function substitution (Sub) attacks:
• substitute within allowed targets

N. Carlini, et al. "Control-Flow Bending: On the Effectiveness of Control-Flow Integrity." USENIX Security. 2015.
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• Manually build two Sub attacks
• arbitrary code execution in Apache
• file manipulation in Wireshark

N. Carlini, et al. "Control-Flow Bending: On the Effectiveness of Control-Flow Integrity." USENIX Security. 2015.

• No systematic/automated solution
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• A framework to build Sub attacks automatically

• dynamic target collection

• security oracle construction

• automated substitution

• 22 security oracles, seven applications, 419 attacks
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Steps for Automated Construction

1. Target collection
• safeModeAuth, idxAuthCallback

2. Security impact
• execute dangerous function

3. Framework
• test and verify automatically
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Threat Model

• Program contains memory-safety vulnerabilities

• Attacker can achieve arbitrary memory reads and writes

• Program defences
• W⊕X (DEP)
• shadow stacks
• fully-precise static CFI
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K. Lu and H. Hu. “Where Does It Go? Refining Indirect-Call Targets with Multi-Layer Type Analysis.” CCS. 2019.
D. Liu, et al. “Improving Indirect-Call Analysis in LLVM with Type and Data-Flow Co-Analysis.” USENIX Security. 2024.
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Command Line Shell For SQLite https://sqlite.org/cli.html#the_safe_command_line_option

Step 2 – LLM-assisted Security Oracle Construction

Safe mode block unsafe functions
• enable: --safe
• input: readfile()
• expected: blocked

Deviation = potential success Sub attack
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Step 2 – LLM-assisted Security Oracle Construction

More details can be found in the paper

Security Feature 
Identification

• Safe mode
• Read-only mode

Document 
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Security Oracle
Generation

• Enable: --safe
• Input: readfile()
• Expected: blocked

• SQLite CLI
documentation
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22 security oracles from 7 programs Nginx
authentication
rate limiting
web app firewall
restrict methods
logging
SSL/TLS

SQLite3
unsafe commands
read-only mode

ProFTPD
authentication
login attempt limit
user permission control
auth-required actions

Sudo
logging
extra approval
authentication

Apache
authentication
web app firewall
restrict methods
logging
block malicious URL

Wireshark
malform detection

V8
block unsafe method

Evaluation – Constructed Security Oracles

$0.6/oracle (GPT-4.1)
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Break 18/22 of constructed oracles

52 function pointers, 419 Sub attacks

Five end-to-end exploits*

Evaluation – Identified Sub Attacks
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• V8 - JavaScript engine
• powers Chrome, Edge, Opera, and Node.js
• 1.7 MLoC in the tested version

• SACK result
• security oracle: execute os.system is rejected
• substitute v8::Shell::RemoveDirectory

with v8::Shell::System

• End-to-end exploit using CVE-2021-30632
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src/api/api-arguments-inl.h:158

v8::Shell::RemoveDirectory
v8::Shell::Print
v8::Shell::System

Case Study – Sub Attack on V8
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• SACK: a systematic framework for constructing function substitution (Sub) attacks

• first scalable framework

• 22 security oracles, 419 Sub attacks under fully-precise static CFI

• Sub attacks are practical, widespread and can be systematically constructed

• Open source

• https://github.com/psu-security-universe/sack

Conclusion

https://github.com/psu-security-universe/sack
https://github.com/psu-security-universe/sack
https://github.com/psu-security-universe/sack
https://github.com/psu-security-universe/sack
https://github.com/psu-security-universe/sack
https://github.com/psu-security-universe/sack
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Evaluation – Statistics of Attack Generation
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Evaluation – Rate of Oracle Construction
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Programs Dynamic Static-TFA Static-TypeDive
Nginx 250 285 331
SQLite3 33 237 301
Sudo 3 32 36
ProFTPD 74 311 375
Apache 46 256 713
Wireshark 12 153 164
V8 1 1 1
(Sum) 419 1275 (+204%) 1921 (+358%)
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• Using statically inferred targets yields more Sub attacks
• Incorporate the policy’s own allowed-target sets

Evaluation – Incorporate Statically Inferred Targets


